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Conclusion

Housing Associations cannot get around the requirement to report fraud to the RSH, and
this can have consequences for their annual rating. Deliberately not detecting fraud so that
it does not have to be reported has other, more serious consequences longer term. The best
strategy is to prioritise fraud prevention so that the chances of fraud being perpetrated is
minimised and the prospect of being downgraded is reduced.

We are here to help if you are updating or implementing your counter-fraud strategies or
need guidance on investigation and recovery of losses caused by fraud. Please do feel free
to get in touch.

£~ Elaine Mitchell

*, 07760 743593
|
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What is the best way to go about this?

We see that sharing information about risk and having parties engage in the “what if this were to
happen” hypothetical discussion always helps. That conversation can start by suggesting a planned
update on trading terms to include a request for a warranty (i.e. a promise) from your supplier that
they have or are working towards some form of cyber assurance such as Cyber Essentials, which is a
Government-backed, industry-supported scheme to help organisations protect themselves against
common online threats.

Help your suppliers see the importance of guarding their business but also yours. Ask them what is
their response plan like? Do they have all their data backed up? Do they have cyber insurance? Do
they invest in ethical hacking and penetration testing? Do they understand the concept of the
‘human firewall’? Obviously we have to be proportionate with our suppliers. The smaller suppliers
are less of a risk, but for larger suppliers, these are necessary conversation to be had.

Raising these points in a discussion with your supplier, working as a team to work against the threat
together, is the ideal. Help each other serve your common purpose of a seamless supply and
longstanding relationship. These discussions can help minimise the risk of the aftermath; of
reacting after the event and having to have some difficult conversations and make some difficult
decisions.

It is an old phrase but a good one, namely that ‘a problem shared is a problem halved'. In
this case, anticipating the problem together may not just halve the problem, it may just
help get rid of it entirely.

If your organisation would like to discuss contractual clauses about fraud and cybercrime

to help protect you and minimise the costs of disputes after the event, please do get in
touch.

Arun Chauhan

07392 311733
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'LJLWDO /HDUQLQJ E\ OHULWHF °

JRFXV RQ JUDXG
+RXVLQJ $VVRFL

7KH DQQOXDO QDWLRQDO FRV R W/HK
IUDXG LV e6RXUFH 7HQDQF\ JUDXG

7H@DQF\ IUDXG QRW RQO\ GHQLHWK®R

W LW DOVR FRPHV DW D VLJQDILED
$QQXDO )UDXG —-QGLFDWRU HVWLRDW
IURP +RXVLQJ 7THQDQF\ )UDXG ZHUHR®

7TRGD\ V HFRQRPLF FOLPDWH LV UDLVW
IUDXG -W LV UHVXOWLQJ LQ PRGKD®&
WXUQLQJ WR IUDXG WR ERRVW GBS
FULPLQDOV VHHN HYHU\ RSSRUW X®ISW
SHVXOWLQJ ORVVHV FDQ VLJQLILFDQ
DVVRFLDWLRQ V EXGJHW LWV\UMB XGHK
HITHFWLYH VHUYLFHV

JUDXG DZDUHQHVY WUDLQLQJ IRUVW® ¢
PDQDJH WKHVH ULVNV DQG VWRE&NWVD

+RZ FDQ ZH KHOS"

OHULWHF V )RFXV RQ SRUWIR®RXR RH\G ERWHLY OHDL@ILO R |
IUDXG F\EHUFULPH DQG ULVN PDQDJMHPH QWG H®H X MH®R BQ\EHD
PDQ\ RUJDQLVDWLRQV DFURVV WKH GH YROHY FIV® ID @V R/ IS WRK H
NQRZOHGJH WKDW WKH\ QHHG WR QURWHBOWWRNW RUQDQLNQ

(QDEOHV +RXVLQJ $VVRFLDWLRQV WR

FRPPXQLFDWH TXDOLW\ OHDUQWFHWR W KWL A
FRVW HITHFWLYH PDQQHU
UHGXFH WKH VLIJQLILFDQW O RRWHI\J DYDY H R
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&XVWRPLVDEOH (QJDJLQJ &RQYHQLHQW (IIRUWOHVV ODQDJHDEOH
7DLORUHG FRQWISQWR GDWH DFFHVV IURMV\ WR VHW XSDURBRDUG R

IRU LQGLYLGX@WHUDFWLY H BRZIXMWBIWD Q\RXWHD QG PRQIOWMRWQHU XVD.
RUJDQLVDWLR@R DLG OHDUQ@HUDQ\ GHYLFH IHHGEDFN
XQGHUVWDQGLQJ
WHQHILWYV
SHDOORFDWH KRPHYV OLQLPLVH
WR WKRVH LQ PRVW IUDXG ORVVHV
QHHG (DUO\ LGHQWLILFC
TDFLOLWDWH “WKH  UDSLG UXVSHFWHS |UDXC
SUHYHQW ORVVHYV
LGHQWLILFDWLRQ DQG UHGXFS WKH UHOTL
IUUHDPXRGYXDOOH RI RI UHFRYHU\
QW WHQDQWYV
5DSLG UHWXUQ SHGXFH
RO WUDLQLQJ FR\
LQYHVWPHQW %\ WKH WLPHO\ GF
6XEVFULSWLRQ FRVWV DUH RI TXDOLW\ OHDUC
TXLFNO\ UHFRYHUHG WR ODUJH QXPEHL
IURP VDYLQJV PDGH LQGLYLGXDOV



JLJKWLQJ J)UDXG IRU
+RXVLQJ $VVRFLDWLRQ

KDW PDNHV 7THQHW GLITHUHQW LV WKDW Z Yi D VSHFLDOLVW
FRPSOLDQFH LQYHVWLJIJDWLRQV DQG OLWL&V (lRQ ODZ ILUP

‘H IRFXV RQ UHVSRQGLQJ WR IUDXG DQG IL FLDO FULPH
FRPSOLDQFH IRU RXU FOLHQWVY DFURVV 8. DQG
RYHUVHDYV

2XU H[SHULHQFH LQ WKH VHFWRU LV GHPR WHG E\ WKRVH
ZKR WUXVW XV :H KDYH UHSUHVHQW XVLQJ
DVVRFLDWLRQV WKURXJKRXW WKH FRXQWU\ IURP WKRVH LQ WKH
* WR ODUJH SURYLGHUV LQ WKH QRUWK JODQG :H
EULQJ RXU ILQDQFLDO FULPH DQG IUDXG NmHGJH IURP D

ZLGH UDQJH RI VHFWRUV WR RIIHU EHVW S LFH WR KRXVLQJ

DVVRFLDWLRQV
-1 \RX KDYH DQ\ TXHVWLRQV RU ZRXOG@H PRUH

LQIRUPDWLRQ DERXW WKH DUWLFOHV LQ WHKRYKDOHZHVTO HAY WKHHUQHR YOHWWF
OLNH WR EH UHPRYHG IURP THQHW V PDL

DERXW WKH ZRUN ZH GR SOHDVH JHW LQ WRXRKiPOAB DBR XHOZGOO XQVXEVFULE
FRPPXQLFDWLRQ
EH KDSS\ WR KHOS



