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Welcome to The Secret Ingredient. In
each issue we assist food sector
professionals with articles that support
fraud prevention planning, advice on
protecting  brand integrity  and
recommendations to improve quality

control - all from a legal perspective.




CONTRACT TERMS FOR FRAUD PREVENTION

In supply chain disputes (especially where fraud is suspected) often a lot of
direct and circumstantial evidence is needed to demonstrate dishonesty to the
level required at Court or to persuade a counter party that they are at risk of
being held liable for fraud. However, what if your organisation could ease the
challenge in a dispute where you suspect fraud? That would save time, money
and resource.

Making claims against suppliers easier, even with allegations of fraud, can be achieved by
bolstering your contractual terms to anticipate dishonest conduct Breaching these terms
can bring easier claims to terminate a supplier relationship and claim damages.

DUE DILIGENCE

It is important to ensure that your organisation knows the suppliers and other businesses
with which it has contractual relationships. Due diligence should be carried out whenever a
new supplier or other contractor is introduced. Senior personnel or those who will be
carrying out contractual duties or obligations should be included in such due diligence as
well as the owners of a business, not just its' directors.

As part of this process, it is prudent to request the completion of a due diligence
questionnaire covering key details of the company, including its operations and personnel.
At the same time, it would be appropriate to include copies of your organisation’s policies
relating to fraud prevention, financial crime, bribery and corruption, cybercrime prevention
and other ethical topics relevant to the food industry such as carbon neutrality, animal
welfare and human rights. By doing this, your organisation makes clear its stance on such
issues and sets expectations for behaviours from the outset of the relationship.




CONTRACT TERMS

To go one step further, and afford your organisation contractual protection against unwanted
behaviour, you will need to ensure that certain terms are included in your standard supply
contracts.

1. Prohibited acts

It is prudent to have a main clause setting out “prohibited acts” such as offences i) under
the Bribery Act 2010; ii) under the Criminal Finances Act 2017; iii) under legislation or
common law concerning fraudulent acts; iv) of defrauding, attempting to defraud or
conspiring to defraud your organisation; v) specific to the food sector such as adulteration or
mislabelling. The clause should include a positive obligation not to commit a “prohibited act”
(as defined), or to place your organisation in a position of committing any “prohibited acts”
or in breach of any relevant legislation.

2. Representations and warranties

To go one step further, include a clause whereby the supplier represents and warrants (i.e.,
promises) that it has not committed a “prohibited act” and that it is not or has not been the
subject of any relevant investigation or inquiry. The warranties can also be extended to
include all directors, officers, employees, other workers, agents, consultants, contractors or
sub-contractors. This may be resisted by suppliers, but the aim is to encourage your
suppliers to carry out due diligence on those with whom they have a contractual relationship
and ensure that they themselves consider fraud risk.

3. Maintenance of policies and procedures

There ought to be a positive obligation on any supplier to maintain its own policies and
procedures to prevent the occurrence of a “prohibited act” and to ensure compliance with
any relevant legislation such as the Bribery Act 2010 and the Criminal Finances Act 2017.

4. Termination on default

It is important to retain the right to terminate the contract in circumstances where the
supplier is in breach of the clauses relating to “prohibited acts”.




5. Provision of information

There should be obligations upon the supplier to notify your organisation if it becomes
aware of any commission of a “prohibited act” or breach of relevant legislation by it or
any of those with whom it has a contractual relationship.

It would also be useful to include a standard clause placing a positive obligation on a
supplier to report any change to a shareholding and / or company officer of a supplier,
with such information to be provided within 14 days of the event taking place (such that
your organisation can then undertake updated due diligence and conflict checks on
names and addresses as against its own employees).

6. Limitation of liability

Most contracts will include a limitation of liability clause. Such clauses are ineffective in
limiting liability for fraud; however, it is worth making this clear by stating that such
clause does not extend to any liability which cannot legally be limited such as death or
personal injury caused by negligence, and fraud or fraudulent misrepresentation.

7. Conflicts of interest

It would be sensible to include a standalone section dealing with conflicts of interest
setting out what that means and the expectation of suppliers to confirm they are not
aware of any conflict of interest as between themselves and your organisation.

How can we help?

The team here at Tenet can assist with reviewing and revising company
policies and procedures for fraud prevention. We are also able to help review

standard terms and conditions or supply contracts from the perspective of
bolstering your organisation’s contractual protections in respect of fraud and
financial crime. If your company documentation is in need of a refresh, then
please do not hesitate to get in touch at hello@tenetlaw.co.uk
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BLOCKCHAIN TECHNOLOGY: A SILVER
BULLET IN FOOD FRAUD PREVENTION?
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WHAT |5 BLOCKCHAIN TECHNOLOGY?

IT IS LIKELY THAT THE
MAJORITY OF US WILL
HAVE HEARD OF
BITCOIN, BUT MANY OF
US MAY BE UNAWARE
OF THE UNDERLYING
TECHNOLOGY THAT

HAS ENABLED THE
CRYPTOCURRENCY
MARKET TO FLOURISH.
THE TECHNOLOGY IS
KNOWN AS
BLOCKCHAIN
TECHNOLOGY

Existing blocks

A blockchain is a decentralised, incorruptible
digital ledger of transactions. It operates on
the following basis:

1. Someone requests a transaction; this could involve
cryptocurrency, contracts, records or other
information.

2. The transaction is broadcast to a network of peer-to-
peer computers known as “nodes”.

3. The transaction is validated by the nodes using

algorithmes.

4. Once verified, the transaction is combined with other
transactions to create a new block of data for the
ledger.

5. The new block is then added to the existing
blockchain.

New block




How can blockchains be used outside of cryptocurrency?

Essentially, a blockchain is analogous to a database as a means of storing large volumes of information.
The difference is that since blockchains operate through a decentralised platform there is no central
supervision, making them highly resistant to fraud. Once information has been stored inside the
blockchain it becomes very difficult to change it. Experts believe blockchain technology has the ability
to transform a wide range of sectors including financial services, government and healthcare.

Each block contains some data, the

Data
hash of the block and the hash of the
previous block in the chain. The
Hash security of a blockchain comes from
as . .
Like a fingerprint the hash is always unique its use of hashes to validate the
and identifies the block and its contents. chain, and the requirement for proof—

of-work which slows down the

addition of new blocks and adds
Hash of previous block another layer of security and

validation to the blockchain.

The security of a blockchain comes from its use of hashes to validate the chain, and the requirement
for proof-of-work which slows down the addition of new blocks and adds another layer of security and
validation to the blockchain. The blockchain is further validated by its decentralised nature; essentially,
all of the nodes in a network must agree and validate any new block before it is added to the
blockchain. Any blocks that have been tampered with will be rejected by other nodes in the network.

The data that is stored will depend upon the type of blockchain. The Bitcoin blockchain stores details
of a Bitcoin transaction such as the sender, recipient and number of Bitcoins transferred. However, the
nature of blockchain technology means that it can be adapted for almost any industry to store any type
of information, not just digital information, but information about real world events too.

How could this technology be applied in the food sector?

As demonstrated above, blockchains can be used to record, store and track any type of data.
Therefore, blockchains could be used to track and monitor the food supply chain. This will lead to
increased transparency and security as a result of the decentralised nature of blockchain technology
and could also assist in tracing contamination issues to their root cause.

Retailers could insist on suppliers providing produce data to a blockchain ledger making it easier to
trace the origins of incorporated produce. A blockchain used in this way would serve as an
accountability platform helping to cut down on issues such as food recalls, mislabelling and
traceability. If this technology was combined with QR Code technology, a consumer may be able to see
a product’s complete journey from farm to fork.

This system requires all parties to buy into the technology and to honestly add data to the blockchain.
The blockchain is very difficult to tamper with, but its application to real world scenarios relies upon
accurate and non-fraudulent data being added at the outset. Effectively this means that a blockchain
may act to prevent operators in the middle of a supply chain from tampering with the data, for
example, mislabelling horse meat as beef, but it would not prevent the originating supplier from initially
mislabelling the horse meat as beef from the outset.

For this reason, blockchain cannot be considered a silver bullet in food fraud prevention, but it
certainly has the potential to improve transparency and traceability in the food sector.




The Food and Agriculture Organisation of the United Nations, together with UCLA Resnick
Centre for Food Law and Policy have recently published a paper entitled “International and
national regulatory strategies to counter food fraud." The paper has been celebrated as the
most comprehensive review of food fraud and existing international and national strategies to
counter it to date. Not only that, the paper also suggests further strategies that can be
introduced at both national and international level to combat food fraud.

The paper talks about the various different methods of tackling food fraud from food safety
and quality legislation and consumer protection legislation to contract law and trade practices.
Leading author, Michael T. Roberts, advocates a hybrid approach between the public and
private sectors which he calls “co-regulation”. He states the purpose of the paper is to
generate “..discussion, attention and most importantly, action..”.

The paper addresses the regulation of food fraud through discussion of:

* the complexities of food fraud demonstrating the challenges of regulating the problem
* international legal approaches to food fraud, including the leading Codex Alimentarius
texts that provide the "“..international backbone for national strategies on countering food

fraud.."

the role of the private sector and the potential role of self-regulation and co-regulation in
addressing food fraud.
It is clear that the food sector needs to do more in terms of self-regulation in order to

meet the issue head-on. A failure to act will result in greater government-imposed
regulation, which will inevitably lead to increased regulatory red-tape.

You can download the paper here

Tenet will be looking to publish a practical guide for those within
the food industry based upon the recommendations in this paper.

If you are not already on the list you can subscribe here Esther Phi”ipS
esther.phillips@tenetlaw.co.uk
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CYBERCRIME: WORKING WITH SUPPLIERS TO BUILD RESILIENCE

You take a call from one of your key suppliers. They tell you they have been the victim of a
cyberattack. The confidential pricing data they hold belonging to your company has been
compromised. To make matters worse, your supplier cannot fulfil purchases from them
which are immediately needed, and they have no idea when they can.

You stand back and think about risk. Who has our confidential information? Can we get it
back? Did our supplier have cyber insurance? Can they afford to cover the losses we are
going to suffer from the inevitable business interruption? Will our insurance cover us?

We see stories about cybercrime almost daily. It may be about consumers or industry but is
it any wonder given that cybercrime and fraud account for approximately 40% of all crime in
the UK

A recent article on the BBC news websitel1] highlighted that the global food supply chain is
increasingly at risk from malicious hackers. The article looked at the vulnerability of modern
‘smart” farm machinery. It is clear that hackers could take advantage of weaknesses with
ransomware attacks or simply embedding malicious malware through unassuming

employees of companies to then gain access.

There is no doubt that it is commonplace to talk about cyber resilience for our own business
but how much do we think about the ramifications of suppliers being impacted?

It was not that long ago when it was almost accusatory to ask what your suppliers did about
preventing fraud, often to be met with an almost standard response of either we do not have
those types of risks or that a pile of ‘off the shelf’ policies are produced that do not reflect the

reality of risks of your supplier.




CYBERCRIME: WORKING WITH SUPPLIERS TO BUILD RESILIENCE

Times have changed. If your business is dependent on another, you have to work together
to protect what is in reality, always a joint commercial enterprise of supplier and customer.
This is why purchasers of food products, machinery for production, logistics and all other
facets of the food and beverage sector need to start talking about cyber risk with their
suppliers.

What is the best way to go about this? We see that sharing information about risk and
having parties engage in the “what if this were to happen” hypothetical discussion always
helps. That conversation can start by suggesting a planned update on trading terms to
include a request for a warranty (i.e. a promise) from your supplier that they have or are
working towards some form of cyber assurance such as Cyber Essentials[2], which is a
Government-backed, industry-supported scheme to help organisations protect

themselves against common online threats.

Help your suppliers see the importance of guarding their business but also yours. Ask
them what is their response plan like? Do they have all their data backed up? Do they
have cyber insurance? Do they invest in ethical hacking and penetration testing? Do they
understand the concept of the ‘human firewall'?

All of these points in a discussion with your supplier, working as a team to work against the
threat together is the ideal. Help each other serve your common purpose of a seamless
supply and longstanding relationship. These discussions can help minimise the risk of the
aftermath; of reacting after the event and having some difficult conversations and
decisions.

It is an old phrase but a good one, namely that ‘a problem shared is a problem halved'. In
this case, anticipating the problem together may not just halve the problem, it may just
help get rid of it entirely.

If your organisation would like to discuss

contractual clauses about fraud and cybercrime to ~
help protect you and minimise the costs of Arun Chauhan
disputes after the event, please do get in touch. arun.chauhan@tenetlaw.co.uk

Q. 07392311733
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tenet

compliance & litigation

Fighting Fraud for the

Food Sector

What makes Tenet different is that we are a
specialist compliance, investigations and

litigation law firm.

We focus on responding to fraud and financial
crime compliance for our clients across the UK
and overseas.

Our experience and sole focus is our expertise of
dealing with a range of financial crime and fraud
issues and applying that detailed and
experienced knowledge to certain sectors,
including food.

Our approach has been recognised in our
speaking at Food Fraud conferences and
commentating in publications such as New Food
and Food Science & Technology.

If you have any questions or would like more
information about the articles in this newsletter
or about the work we do, please get in touch, we
would be happy to help.
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If you have received this newsletter by mistake or would
like to be removed from Tenet's mailing list please drop
us an email and we will unsubscribe you from future
communication.
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SECTOR EXPERTISE JUST ONE CLICK AWAY

Our new website helps businesses looking for financial crime or
fraud advice get the answers they need quickly, with simple
advice for the sectors we specilise in and clear actionable
solutions.

The Fraud Hub shares the teams knowledge and experience,
through articles, case studies and executive summaries. You
can also find details of our latest events, speaking opportunities
and media/ TV appearances.

Food Sector
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We make
It simple..

Tenet Compliance & Litigation Limited. Registered Office, 10th
Floor, Lyndon House, 62 Hagley Road, Birmingham, B16 8PE.
Registered in England and Wales. Registered No: 09776405.

Authorised and regulated by the Solicitors Regulation
Authority. SRA Identification No. 626562.
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