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IMPROVING YOUR FRAUD
PREVENTION PLANNING

In our latest newsletter we explore the

. P A TASTE OF
key issues and regulatory changes WHAT'S
impacting the food sector with a specific
focus on fraud and financial crime. INSIDE:
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WHEN MISLABELLING AMOUNTS TO FRAUD

Recently, as part of
Operation “Scarlatto |V,
the Italian authorities
identified a company
marketing “Italian
tomatoes” whilst at the
same time importing
approximately 70 tonnes
of tomatoes from
abroad. In the same
operation, 9,812 bottles
of tomato sauce (with a
total value of 30,000
euros) were seized from
a company that labelled
the tomato sauce
(produced in its own
factories) with the
protected geographical
indication “Pomodoro di
Pachino IGP”, even
though it was not
authorised to do so. In a
similar incident, 13 kilos
of untraceable capers
were seized in the
Aeolian Islands. The
"Aeolian Islands Caper" is
an indigenous agri-food
product protected by the
Protected Designation of
Origin.

What is a Geographic Indication?

A 'Geographic Indication’ (‘GI") is a right used to protect
products that have a specific geographical origin, and which
possess special qualities or reputation as a result of that
origin. A Gl is not owned or used by a specific business or
individual; any producer can make and sell a product under
a protected Gl as long as they follow the product's
specification and are verified to do so. In the UK Gl's have
historically been protected under EU law, however as a
result of Brexit a new scheme came into effect on 1 January
2021. However, all product names protected as a Gl under
the existing EU scheme as of 31 December 2020 have
automatically been transferred to the new scheme.

Why does it matter?

One might argue that the geographic origin really doesn't
matter so long as i) the consumer is getting the product they
intended ie. tomato sauce as opposed to something
different, and ii) the product poses no health risks. However,
that view would ignore the very special status enjoyed by
some products such as Scotch Whiskey, Champagne and
Stilton Cheese. Consumers hold such products in high
regard and with good reason. The Aeolian Capers are
described as unique and distinctive having been produced in
a unique environmental, territorial and climatic context.
Products of certain origin are often revered by consumers
and demand a higher price, which explains why such
products are vulnerable to fraud.




Does mislabelling really amount to fraud?

But does such mislabelling really amount to fraud? Legally,
mislabelling boils down to whether or not a consumer (or one party
purchasing from another in the supply chain) is being misled by
what appears on a food or beverage label in comparison with what £
is contained within. In other words, does the label contain a
misrepresentation relating to the content? &

A successful claim for fraudulent misrepresentation in the UK g «

requires the following elements:
e g false statement of fact or law

e which the recipient relies upon in deciding whether to enter the contract

e which thereby causes loss

e to qualify as fraudulent, the false statement must have been made knowingly, without belief in its
truth, or recklessly as to its truth

In the context of a misrepresentation as to geographic origin, the false statement would be the
statement as to origin, when in fact the product originated elsewhere, for example the “Italian
tomatoes” that were actually imported from another country of origin. The second element relates to
whether or not the consumer relied upon that statement in deciding whether or not to buy the product
i.e. if the tomatoes had been stated to originate from elsewhere (or had no indication of origin), would
the consumer still have purchased the product?

Loss is an interesting issue, as initially it is difficult to see where the loss is incurred, after all the
consumer has the jar of tomato sauce that they paid for. What is less obvious is that food products and
beverages from a certain geographic origin command a premium price. For example, Parmigiano
Reggiano from Italy, Kalamata olives from Greece and Champagne from France. A study published by
the EU in April 2020 found that overall, the sales value of a product with a name protected by
Geographic Indication (Gl) or Traditional Specialities Guaranteed (TSG) schemes, is on average, double
than that for products without certification. At the time of publishing, the value premium rate stood at
2.85 for wines, 2.52 for spirits and 1.5 for agricultural products and foodstuffs. So the loss, is the
difference between the premium price paid by the consumer commanded by the Gl, and what the price
ought to have been for the true, lower quality product. To qualify as fraud, the false statement as to
geographic origin must have been made deliberately or with no care for whether it was a true
statement of fact or not.

The Future

It is easy to see why Gl products are attractive to fraudsters as the price point is so much higher than
the product's unprotected counterparts. It is also difficult to detect such fraud as very rarely can this
type of fraud be identified from the face of the product. The use of water stable isotope ratios to verify
geographical origin is well established, but this requires producing a database of reference data which is
inevitably very time-consuming and expensive. Recent developments offer hope that identification of
geographic origin can be conducted more efficiently and at a lower cost through the use of temperature,
precipitation and humidity data of the country/region, and information about the growing season of a
plant, all of which are available from publicly accessible databases. This model uses this information to
calculate the oxygen isotope ratio in plants from individual regions. Quicker and cheaper identification
of frauds will make this particular type of fraud much less attractive in the future.



EMPLOYEE FRAUD THE DISRUPTION TO BUSINESS CONTINUITY

It has been said that the saddest thing about betrayal is that it never comes from your enemies. This
sentiment is never more accurate than when it comes to an event of employee fraud.

In the food sector, with complex and wide ranging supply networks, high volume transactions and
large employee numbers, there is an ever increasing risk of employee fraud. This type of threat may
present itself in many ways, for example, it could be not declaring a conflict of interest with a supplier,
or it could be more sinister in terms of diverting goods or manipulating your financial records.

Our take in the food sector is that fraud is firmly on the agenda, but with larger emphasis on external
threats, be that for products and their source using scientific testing to protect and detect, or in terms
of protection of confidential information. However, it is important to stand back and not dismiss the
risk of internal threats to these areas and others in your business.

UNDERSTANDING WHAT INTERNAL FRAUD LOOKS LIKE

Fraud is not black and white. Conduct of some may be interpreted as sharp practice by one person
but fraud by another. Realising that your colleagues may all interpret conduct in a different way is
important as for any organisation, they actually need a uniform understanding of what “fraud” is.

If “fraud” is defined and explained, be that internal or externally perpetrated fraud, only then can an
organisation make it clear what level of integrity and conduct is expected of their people.
Businesses therefore need to shift their mindset to have operational teams focus on their role as the
first line of defence and to recognise that “prevention is better than cure” when it comes to fraud.

The starting point is therefore understanding what fraud looks like when it comes to employee
fraud. In the food sector, risks of an employee fraud could be the favouring of one supplier (for
example, for packaging materials) because of an indirect conflict of interest (such as an employee'’s
niece or nephew being employed by the supplier). Another type of fraud could be an employee
turning a blind eye to consistent undersupply in exchange for a bribe.

More concerning cases could relate to an employee being
compromised to release your confidential pricing information to \
third parties. Often, larger scale employee fraud occurs where a
senior employee is involved, in circumstances where they will not

be challenged if they bend procurement rules. Imagine if this
happened, a senior colleague is named by a whistle blower as
having colluded with a supplier which not only caused financial
concerns, but food safety concerns with respect to a key ingredient
supplier. What are your first steps?



EARLY STAGES OF A FRAUD INVESTIGATION

There are a range of considerations for any company facing a suspicion of employee fraud.
These include considering who forms your investigation team, knowing what your employee
contract and code of conduct documents say, dealing with gathering of communications
and evidence and considering any third parties you need to notify (insurers, the police or
regulatory bodies). However, one of the most important early stage considerations for those
in the food sector specifically is the issue of whether your investigation is overt or covert
and the knock on impact of business continuity.

There are risks from putting a suspected employee on notice of allegations too early. For
example, the employee that is suspected may destroy evidence, dissipate assets and
therefore make any action you take more difficult. On the flipside, a covert investigation
allows for time to gather evidence, limit the risk of making erroneous allegations due to
limited information and also allows to identify external third parties that may be involved.

With most sectors, another by-product of a covert investigation, especially when the
concern being investigated relates to an employee and a supplier, is the chance to ensure
business continuity is not disrupted.For example, having an alternative employee or supplier
to step into the shoes of those suspected whereas if you suspend an employee
immediately, you are left scrambling looking to ensure business continuity is not severely
damaged.

However, the food sector is different for one key reason.If the employee fraud risk being
investigated impacts on the food product you produce, sell or serve, taking too long
remaining covert and confidential in your investigation only serves to potentially increase
the risk to the consumers of your product.

If there is a risk an employee has in exchange for a benefit turned a blind eye to testing or
not checked the source of origin documents, the worst case is that you do not know what
product you have actually put into the market place. For the food sector, as compared to
most sectors, suspending an employee at an early stage once a suspicion is known may be
a necessity if it relates to a supplier of ingredients in your food product. That is even if this
means you have to accept disruption to business continuity and wider commercial matters,
such as product recall.

CONCLUSION

Each and every employee fraud case we have dealt with, whatever the sector, is different.
On each occasion, helping an organisation understand their options and the risks of each
step at an early stage of an employee fraud investigation is crucial. It is not a one size fits
all approach.

We have developed training on managing an internal fraud investigation for the food sector.
Knowing what you will do, what your options are and how to react may save you
considerable amounts of time, money and also most importantly, maintain your reputation.
Like any good food product, fraud prevention and response is similar, namely preparation is
the key.



LABEL CHAOS AS NEW ALLERGEN
LABELLING LAW COMES INTO FORCE

The Food Information (Amendment) Regulations 2019 came into force on 1 October 2021. Known as
Natasha’s law and named after 15-year-old Natasha Ednan-Laperouse, who died after eating a pre-
packaged baguette, the Regulations will ensure that all food that is prepacked for direct sale is
accompanied by a full list of ingredients, with the 14 major allergens highlighted in the list.

A brief visit to the FSA website reveals a high number of product recalls over undeclared ingredients
and incorrect allergen labelling since Natasha’s law was introduced. However, figures suggest that this
year, recalls due to undeclared allergens are in fact down 10% compared with 2019/20. This could be
as a result of a greater awareness in the sector of the risks associated with undeclared allergens.

Fraudulent, adulterated and counterfeit food and beverage products are far less likely to have the
correct allergen labelling leading to a higher risk of reaction for those suffering from allergies. This is
one of the many reasons why businesses operating in the food and drink sector must be alert to the
potential for fraud within their own supply chains and networks.

We often see supply chains compromised after a vigorous procurement process. A supplier is put
through their paces to evidence source of supply, their own testing etc. After that supplier is then
part of your supply network, they are trusted and the same level of due diligence upon them when
they were being onboarded as a supplier drops leading to opportunities to exploit dishonest sourcing
they may be involved in.

In other cases, when a supplier is onboarded, months or even years later, third-parties seek to
acquire an interest in those suppliers, expressly with share transfers of ownership of the supplier or,
in cases where there is an intent to deceive, beneficial ownership of shares transfer and unknown
third party owners take control of the supplier company.

This is a common approach by organised crime gangs. They are then in
your supply chain and gradually compromise their supply to you for
financial gain.

The importance of seeking not only scientific testing to continually
monitor supplier’s products must be coupled with clearly worded terms
in your supplier contracts as to their conduct and consequences relating
to fraud / financial crime to ensure you remain protected from these
types of events.
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FOOD FRAUD THE VIEW FROM DOWN-UNDER

Guest Writer - Karen Constable

Food fraud is an international phenomenon. It is perpetrated at
both small and large scales, by both small-time criminals and
by large organised crime groups in multinational operations.

Food fraud happens in Australia, as it does
everywhere. In 2016, a survey by Australian
consumer group Choice found that more
than 50 percent of dried oregano samples
it purchased from retail outlets were not
pure oregano.

The adulterated samples contained
between 10 percent and 90 percent other
ingredients, including olive leaves and
sumac leaves. These results were worse
than a similar survey conducted in the
United Kingdom at around the same time,
which found adulteration in less than one
quarter of samples, with adulteration
levels at up to 70 percent.

Since then, the Australian food industry
has made good progress with food fraud
awareness and food fraud prevention. A
key driver has been the introduction of
food fraud prevention requirements to
food safety standards. GFSI-benchmarked
standards are adhered to by all large
Australian food manufacturers, as they are
a requirement imposed by all major
Australian food retailers.

These standards have a ‘trickle-down’ effect
through the Australian supply chain to
growers, traders and ingredient suppliers,
who have to demonstrate authenticity and
chain-of-custody controls in order to supply
the manufacturers.

Counterfeiting of exported products is a key
focus area for Australian food fraud
prevention efforts. Australia is a net exporter
of food. In fact, we export approximately
double the amount of food we eat!

Our agricultural products, fruit, dairy items,
meat and wine are valued for being ‘green’,
wholesome and ‘pure’. They sell at premium
prices in export markets, particularly in Asia.

This leaves them vulnerable to
counterfeiting and simulation-type food
fraud.

Australian brands of citrus fruits, cherries,
beef, lamb and seafood are regularly
counterfeited in overseas markets. While
much of the counterfeiting occurs in China,
there have also been instances of a
premium Australian rice brand being
counterfeited in Europe and the Middle East.



Perhaps because of this, Australia and
New Zealand have spawned two of the
worlds’ leading innovators in forensic
authenticity testing. These tests can be
used to discover whether a cherry or a
prawn purchased in a faraway market
has a chemical ‘fingerprint’ that matches
an authentic Tasmanian-grown cherry or
a wild-caught prawn from a specific
Australian fishery. Aussie brand owners
use such genuine article tests to

investigate ‘holes’” in their overseas
supply chains and assert their brand
protection rights in export markets.

Australia is blessed with a well-
developed and forward-thinking food
safety  culture. Our food safety
professionals are educated at world-
leading science universities and our
auditors are accredited and monitored in
accordance with a strict professional

recognition scheme.

This puts Australian food safety and
authenticity standards ahead of many
other wealthy OECD
Global
Australia’s food safety mechanisms the
highest rating possible: 100 out of 100.

countries. The

Food Security Index scores
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The score is based on a country’s

national standards, legislation,

guidelines, laboratory capacity and food
recall and traceability systems.

This well-developed food safety industry
and the abundance of locally grown
ingredients means that Australian-made
and Australian-grown food is less likely
to be fraudulently adulterated than
many other foods. However, Australian
foods are vulnerable to
misrepresentation and counterfeiting-
type food frauds in international
markets.

Karen Constable is an international food
fraud prevention expert who services
the global food industry from Sydney,
Australia. She publishes The Rotten
Apple, Food Integrity News for Busy
Food Professionals. Connect with Karen
on Linkedin
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WHAT WE KNOW IS TOO IMPORTANT NOT
TO SHARE

65% of companies experienced fraud in the past 24 months and the COVID-19 pandemic will lead to the

uncovering of more historic fraud. The world is changing, home working is driving a change of behaviours. The
volume of emails and pace people operate is contributing to the increase in cybercrime, mistakes and
concealment. Fraud and employee fraud are not black and white concepts and dishonest actions are
becoming increasingly easier to justify.

Having policies and procedures in place is
important, but employee ‘“buy in" is key.
Employees are the first line of defence. They
ensure effective surveillance on the frontline.
Therefor they need to be equipped with the
knowledge and skills to protect themselves and
the business from sophisticated attacks that
are becoming increasingly common, yet more
difficult to detect.

Training is essential to raise awareness of fraud
within your business, the risks are too high to
ignore and the advantages are too important to
not get right.

Our goal is fraud prevention and minimising
the risks through education and training. This
helps ensure behaviours are shifted and
mindset is changed to help recognise potential
threats and promote a positive culture. Being
empowered by knowledge will help embed a
more positive and balanced culture ensuring
employees can focus on the business.

We will share our insight into the reality of
fraud, financial crime and regulatory risk.
Helping businesses to identify red flags,
prevent, detect and respond should issues arise.
Sessions are designed to be interactive and
engaging. We combine our real-life experience,
together with stories that have made the news,
to bring topics to life and discuss “horror
stories”.

We invest in growing our area of expertise
within specific sectors such as the food and
beverages industry.

Having specific knowledge of a sector,
especially where the financial crime and
compliance law is complex and regulatory
requirements change frequently, helps us fully
understand the business and the risks they face.

We service a portfolio of clients from SME's up
to FTSE 100 companies and PLCs who
confidently choose Tenet to solve disputes and

compliance issues regarding fraud and
financial crime.

e Common types of Cybercrime

e COVID-19 Fraud Risks

e Internal Fraud Risks

« Employee Fraud

e Anti Money Laundering

» Why people break the rules

e Understanding legal remedies

e Detecting, responding to fraud and

“‘top-tips”

To ensure your business obtains maximum value,
we specifically tailor the sessions around the
bespoke needs of your team and regulatory
obligations

If you would like to
know more or have
any questions, call

or email Arun for a

chat.
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Fighting Fraud for the
Food Sector

What makes Tenet different is that we are a [

specialist compliance, investigations and litigation

law firm.
We focus on responding to fraud and financial g
crime compliance for our clients across the UK —

and overseas.

Our experience and sole focus is our expertise of
dealing with a range of financial crime and fraud

issues and applying that detailed and experienced

knowledge to certain sectors, including food.

Our approach has been recognised in our m
speaking at Food Fraud conferences and

commentating in publications such as New Food
and Food Science & Technology.

£ . . If you have received this newsletter by mistake or would
It you have any questions or would like more like to be removed from Tenet's mailing list please drop

information about the articles in this newsletter Ul el e il Vet sE SOyt el i
communication.

or about the work we do, please get in touch, we
would be happy to help.

Resources

‘Study on economic value of EU quality schemes, geographical indications (Gls) and traditional specia uaranteed (TSGs)” 8 April 2020 DOI: 10.2762/396490
https://www.foodnavigator.com/Article/2020/04/22/Geagraphical-Indications-worth-a-mouth-watering-75-billion-study
https//www.pwe.co.uk/services/forensic-services/insights/global-economic-crime-survey-2020.htmle
‘https://www.morningadvertiser.co.uk/Article/2007/03/08/Pubs-targeted-by-money-laundering-criminals

https//a publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/945411/NRA 2020 v1.2 FOR PUBLICATION.pdf pg. 114
https://assets.publishing.service.gov government/uploads/system/uploads/attachment data/file/945411/NRA 2020 v1.2 FOR PUBLICATION.pdf
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SECTOR EXPERTISE JUST ONE CLICK AWAY

Our website helps businesses looking for financial crime or
fraud advice get the answers they need quickly, with simple
advice for the sectors we specilise in and clear actionable
solutions.

The Fraud Hub shares the teams knowledge and experience,
through articles, case studies and executive summaries. You
can also find details of our latest events, speaking opportunities
and media/ TV appearances.

ww.tenetlaw.co.uk

Food Sector

Food fraud is the intentional modification or misrepresenting of food product, be that in substance or origin, for financial gain,

Fighting fraud for the Food sector
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We make
it simple..
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