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IMPROVING YOUR FRAUD
PREVENTION PLANNING

£ tenet

Welcome to The Secret Ingredient. In this issue we
will dig deeper into food fraud taking a closer look at
ESG Metrics, supply chain disruption and how to

create a culture for success.

In each issue we assist food sector professionals with
articles that support fraud prevention planning, advice
on protecting brand integrity and recommendations
to improve quality control - all from a legal

perspective.

You can discover more by catching up on Issues 1 and

2 and subscribe to our quarterly updates here.

Because getting it right matters


http://www.tenetlaw.co.uk/
https://email.tenetlaw.co.uk/h/r/4E9D97AC926ABE962540EF23F30FEDED

ESG METRICS: MARKETING, MISLEADING OR MORE?

A company's "ESG" or "Environmental, Social and Governance” metrics are increasingly being used
by investors to benchmark companies and identify material risks and growth opportunities. Not yet
mainstream, companies are increasingly choosing to disclose such metrics voluntarily through
annual reports or standalone sustainability reports.

There is increased pressure on the food and drink industry to improve and report on sustainability
and environmental issues. This is inevitable given the industry's impact on the environment,
accounting for 70% of global freshwater withdrawal and a quarter of all global greenhouse gas
emissions.

But should companies be wary of what representations they make about their ESG credentials?
Can investors and/or consumers hold them to account if such statements turn out to be untrue or
an exaggeration of reality?

WHAT ARE ESG METRICS?

ESG metrics are a measurement (or an attempted measurement) of a company's success or
standing in the areas of environmental, social and governance. In order to assess a company's ESG
criteria, investors take a broad range of behaviours into account. The following are some examples
of ESG factors:

ENVIRONMENTAL SOCIAL GOVERNANCE

Carbon emissions Conditions of employment Company structure

Air/water pollution
Energy efficiency

Deforestation

Animal welfare

Diversity and equality
Community relations
Charitable contributions

Human rights

Accountability
Bribery and corruption policies
Whistleblower scheme

Corporate transparency

Some of these are difficult to measure, whereas others lend themselves better to quantification.
Either way, companies are increasingly making claims regarding these areas and investors are
beginning to use the information to inform their investment decisions. Given global emissions
targets and the push for greater sustainability in producing our food, those companies who are
making commitments in these areas will represent a wiser investment choice than those whose
practices remain environmentally unsustainable. Equally, consumers are more and more likely to
choose food and drink products based on environmental considerations.



MARKETING, MISLEADING OR MISREPRESENTATION?

But what happens if a company deliberately misrepresents its ESG credentials and an investor has based their

investment decision on a certain statement or set of results? Alternatively, a company may have mistakenly
misled investors, not having the expertise required to calculate its own ESG metrics, but making bold
statements in hope about its ESG status. Perhaps, the statements have been made whilst in contract
negotiations with another business, or prospective joint venture partner in order to make the deal more
attractive? What about statements made to consumers in advertising or on packaging?

A successful claim for misrepresentation in the UK requires the following elements:
* a false statement of fact or law
 which the recipient relies upon in deciding whether to enter the contract
e which thereby causes loss
e to qualify as fraudulent misrepresentation, the false statement must have been made knowingly, without
belief in its truth, or recklessly as to its truth

Clearly, the representation must be false. This is judged by reference to how the representation would be
understood by a reasonable person in the factual context. Given the difficulties in measuring ESG metrics, it
may be difficult to prove that a representation made by a company is actually false. For example, there are
many different ways to calculate carbon emissions, and therefore proving a company's carbon emissions have
been misrepresented may not be easy.

However, there are some circumstances, where the falsity of a representation may be obvious. For example, if
a company claims that its products are not tested on animals, when in fact there is clear evidence of products
being tested on animals, or if a company states that it does not support or contribute to deforestation, and yet
its products contain palm oil.

There must also be reliance ie. the investor or consumer must have relied on the statement when making
their decision to invest or purchase a product. In this respect, it has been established that the question of
reliance boils down to whether the recipient was influenced by the misrepresentation.[1] The representation
need not be the sole or even the dominant influencing factor; the investor or consumer may have other
reasons for entering the contract. However, what is required is proof that the representation in question was
‘actively present to his mind”,

To succeed in a claim for fraudulent misrepresentation the person making the representation would need to
know that the representation is false or made without an honest belief in its truth, or recklessly, not caring
whether it is true or false [3] This may be trickier to prove.

There is increasing pressure on companies in the food and drink industry to make commitments regarding
their own contribution to climate change i.e. water consumption, land use, deforestation, carbon emissions,
impact on wildlife etc. However, companies need to be wary of making bold statements regarding ESG
metrics that have no foundation in fact.

It is also worth ensuring that third parties, such as suppliers and partners are contracted into ESG
measurables. For example, contracts could contain stipulations regarding carbon emissions, deforestation

(e.g. no palm oil) or animal welfare. This may be particularly important when contracting with parties from
overseas where legal regulation in those areas may be very different. Getting to know your suppliers well is
key so you can be sure your ethical and environmental standards are well matched.




Like all sectors, the food and drink industry
is currently feeling the effects of global
supply chain disruption. There are a
number of reasons for the interference
with supply chains, however COVID-19
remains at the top of the list.

Whilst most obviously the direct impact of
numerous lockdowns has affected supply,
there are many “knock-on” effects such as
workforce shortages and the
semiconductor chip shortage that mean
disruption is continuing even whilst COVID

restrictions are being relaxed.

Similarly, the lengthening of supplier
delivery times during the pandemic, the
rising cost of transportation and the sheer
disruption felt in international shipping and
logistics as a result of lockdowns and
border  closures, reduced capacity,
containers left in the wrong destinations
and congestion has resulted in 20% longer

transit times than before the pandemic.

Add to that the delays caused by Brexit, and
more and more regular extreme weather
occurrences affecting production, and we
have a serious supply chain issue.

It has been said that the supply chain

“hangover” will continue well into 2022.

S THERE AN INCREASED
RISK OF FRAUD?

Supply chain difficulties may increase the risk of fraud. If
companies are having difficulties with their usual supply
chains, they are likely to seek alternative suppliers at short
notice. This can lead to a situation where you are doing
business with someone you don’t know, and you don’t have
time to complete your usual due diligence. This is dangerous
and can lead to problems.

For example, imagine a supplier to a large supermarket
chain is unable to source its usual olive oil made with Italian
grown olives, so it seeks alternatives. The alternative
supplier promises it can supply high-end olive oil, but
unknown to Tesco’s supplier the olive oil is actually watered
down with inferior quality vegetable oils. Due to the delay
with supply, our supplier fails to run its normal quality
checks and sells the inferior olive oil onto Tesco at the
same price and under the same labelling as the high-end
product. This is adulteration and the fraud is perpetuated by
the failure to run quality checks and then eventually through
the sale to consumers.

Supply chain difficulties may also lead to companies seeking
to circumvent legal supply routes, thereby avoiding taxes
and import/export duties. Often, those offering such routes
will be those suppliers with little respect for the rule of law,
and therefore they are more likely to be involved in
fraudulent trades. Furthermore, those desperate to secure
supplies may be more likely to resort to bribery and
collusion, exposing not only themselves to prosecution
under the Bribery Act 2010, but potentially the company
which employs them as a result of s.7 of the Bribery Act
2010 (under this section it is an offence if the company did
not have adequate procedures in place to prevent bribery).



HOW CAN | AVOID THE PITFALLS?

1. Due diligence

Due diligence is key. If buffer stocks are not an option due to perishable items, then perhaps the
answer is seeking alternative or additional suppliers in good time, to allow robust due diligence
checks to take place. Taking the time to get to know your suppliers is essential.

Buy local

Can you source your component products or ingredients more locally? Not only is this better for
the environment, but it may mean less disruption to your supply chain and reduce the risk of
fraud.

3. Self-insure

Self-insure against the risk of disrupted supply chains by seeking wider panels of alternative or
additional suppliers or agreements with competitors to help each other on short supply issues.

4. Watch out for pre-contract assurances

If you are supplier, then be careful what pre-contract assurances you give regarding the ability to
supply and timing of supply. If you are seeking supply, then ensure these assurances are written
into the contract then at least you may have some financial remedy in the event of a failure to

supply.
5. Check policies

Check the company’s policies and procedures around bribery and other fraud. Ensure staff are
aware of those policies and staff training is up to date. Consider having a whistleblowing policy if
you do not already have one in place.

In supply chain fraud disputes, often a lot of
direct and circumstantial evidence is needed to
demonstrate dishonesty. However, your
organisation can alternatively bolster their
contractual terms to anticipate dishonest

conduct.

Breaching these terms can bring easier claims Arun Chauhan

to terminate a supplier relationship and claim

damages. <] arun.chauhan@tenetlaw.co.uk

In Issue 4 of the Secret Ingredient, we will % 07392 311733

explore some of these terms and conditions @ www.tenetlaw.co.uk
that can help in your supplier contracts in

order to reduce the impact of fraud.


https://tenetlaw.co.uk/team/arun-chauhan/

Whistleblowing is a powerful weapon in the fight against fraud, however,
many employees are still reluctant to blow the whistle on their employers
for fear of reprisal. This is particularly so in the food and beverage sector,
yet whistleblowing in this sector could be the difference between life and
death.

Until now, there has never been a global reporting system for serious food
safety issues that is truly anonymous. In August 2021, the Global
Harmonization Initiative launched the ‘Whistleblower Food Safety Incident
Report Site’ which allows those working for food and beverage companies
around the world to report food safety incidents anonymously. This is now
available in over 30 languages.

There are a number of simple rules that whistleblowers
should follow if they wish to remain anonymous, such as:

e do not use company devices or networks to
complete the form

» make use of browser ‘incognito’ private pages

e do not give any details that could identify you

Esther Phillips
esther.phillips@tenetlaw.co.uk

The multi-language reporting site is available here

The one where Tenet delivered a series of
training sessions focussing on Money SME's up to FTSE 100 companies and PLC's. W
Laundering, Cyber and Covid fraud risks and share our insight into the reality of fraud, financial
Internal Employee fraud risks to a leading crime and regulatory risks affecting our clients
listed British pub and hotel operator and markets. If you would like to know more
| er mail
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FEELING THE PRESSURE: CREATING A CULTURE FOR SUCCESS

Organisational culture is being put to the ultimate test, in the ‘pressure-cooker’ created by COVID-19. As
the world continues to reel from the pandemic, the financial effects of COVID-19 continue to tighten their
grip on businesses and individuals alike.

Unilever, the company behind brands such as Marmite and Magnum ice creams, has recently indicated
that it faces circa £3bn in increased costs over the course of 2022, Unilever explained that it had been
unable to fully pass on the additional cost of some core products to customers, including grocery chains,
over the course of the supply crisis. A surge in energy costs has led to UK inflation hitting a 30 year high!

How an organisation manages this increased financial pressure will be a crucial factor influencing the
prospects of the business surviving this next chapter. This enormous pressure will be felt at every stage of
the supply chain and may lead to businesses or individual employees bending the rules, or resorting to
fraud, in order to make ends meet or preserve jobs.

THE FRAUD TRIANGLE

The traditional fraud triangle cites pressure as the key driver behind a person committing fraud. It is not
greed but pressure leading to an individual finding the opportunity to commit fraud. They then rationalise
their decision.

Therefore recognising pressure upon your people and counter-parties you operate with is critical to
ensuring you focus on that as a risk area for fraud.

WHY COMMIT FRAUD?
THE FRAUD TRIANGLE

» Only borrowing the
» Segregation of duties

followed

+ | imited management

maoney
» Feeling of being pushed
too hard

oversight

« Controls not applied » Underpaid

« Accidental discovery » Didn't personally benefit

« Disenchantment

c0®o
- @e '...
« Debt problems « Addiction problems = Ego e’ ®
» Educational fees = Expensive Lifestyle = Divorce '... <@



THE ALTERNATIVE FRAUD TRIANGLE®©

However, in our Alternative Fraud Triangle© culture, leadership and disenchantment take centre
stage as those factors influencing a decision to commit fraud.

LEADERSHIP CULTURE

DISENCHANTMENT

With the cost of living crisis taking hold, consumer facing food and beverage businesses will be
looking at every which way they can to reduce the end cost to the consumer and to maintain a
competitive position.

It is for leaders in those businesses to recognise that in achieving these goals, they have to ensure
they do not cause pressure to increase upon employees to achieve these goals. This can lead to
employees if disenchanted with their employer to do the right thing for them, rather than the right
thing. That feeling upon an employee invites organisational risk.

To navigate the unique challenges presented by the fallout of COVID-19 and worldwide costs
increasing, business leaders must now rely on the strength of the culture they have built in their
organisations and the engagement of their teams, over many years. A culture built on information
sharing, trust and a sense of everyone ‘pulling together' in the same direction might just be the
heartbeat for business survival, ahead of a myriad of other factors.

Naturally, every leader - in any business, in any sector - wants to perform to their highest ability,
achieving - or even exceeding - targets, while successfully driving business and team
performance forward. However, as the ambitions or pressures which leaders face begin to
cascade into individual team targets, without a leader understanding the various challenges team
members are under, cracks in an organisation’s culture can begin to appear.



Whether or not deliberate, leaders who increase workplace pressures, can begin to mould a
business culture, which can result in employees acting dishonestly (or even negligently, through
mistakes) and inviting increased risks into the business. This may cause employees to start to feel
disconnected with the organisation’'s culture, feeling frustrated, under-valued and unfairly
treated. That sense of disenchantment can lead employees to act in a way which is misalighed
with their true morals. Each of us, especially if feeling emotionally drained, stressed or under
intense pressure, is susceptible to poor decision making.

Leaders carry a pivotal responsibility to both recognise and, where possible, reduce the
pressures their teams are under. Instead of focusing on achieving targets at any and all costs,
leaders should take the time to monitor their targets to ensure they truly align with the teams’
realistic capabilities.

If a company tolerates any wrongdoing - no matter how small - as a means of achieving
unattainable targets in the short-term, it can result in much larger losses in the long-term.

Key takeaways

/ Whether they appreciate it or not, leaders in the food sector
f perhaps more than many other sectors have a clear and powerful
E ‘influence on workplace culture, and that culture can be the key to

¥ & preventing fraud, which - in today's situation - could mean




tenet

compliance & litigation

Fighting Fraud for the
Food Sector

What makes Tenet different is that we are a
specialist compliance, investigations and litigation

law firm.

We focus on responding to fraud and financial
crime compliance for our clients across the UK
and overseas.

Our experience and sole focus is our expertise of
dealing with a range of financial crime and fraud
issues and applying that detailed and experienced
knowledge to certain sectors, including food.

Our approach has been recognised in our
speaking at Food Fraud conferences and
commentating in publications such as New Food
and Food Science & Technology.

If you have any questions or would like more
information about the articles in this newsletter
or about the work we do, please get in touch, we
would be happy to help.

If you have received this newsletter by mistake or would
like to be removed from Tenet's mailing list please drop
us an email and we will unsubscribe you from future
communication.
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SECTOR EXPERTISE JUST ONE CLICK AWAY

Our new website helps businesses looking for financial crime or
fraud advice get the answers they need quickly, with simple
advice for the sectors we specilise in and clear actionable
solutions.

The Fraud Hub shares the teams knowledge and experience,
through articles, case studies and executive summaries. You
can also find details of our latest events, speaking opportunities
and media/TV appearances.

ww.tenetlaw.co.uk

Food Sector

Food fraud is th modification or of food product. be that in substance or angin for financial gam

Fighting fraud for the Food sector
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